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The Pennsylvania attorney general’s office says that 303,000 people have searched the agency’s
website for fake comments submitted in their names to the Federal Communications Commission during
the nation’s “net neutrality” debate last year. Of those, 3,120 people — or about 1 percent — said that
their names and emails had been stolen or used inappropriately, the state law enforcement agency said.
In December, the FCC rolled back Obama-era internet protections, commonly referred to as net
neutrality, which forbade firms from blocking websites and deliberately speeding or slowing internet
traffic, marking a big win for Comcast, Verizon and other telecommunications companies. According to
the FCC website, almost 24 million Americans publicly commented through email to the FCC as it
discussed deregulating the internet, or the equivalent of 1 in every 14 Americans, a number that many
experts found suspect. Consulting companies and analysts said that millions of those comments were
fake, some emanating from computer servers in Russia.
Pennsylvania Attorney General Josh Shapiro said it was “outrageous” that the federal agency relied on
fake comments and has sought to find victims through his agency’s website. The attorney general’s
office estimates that there could be as many as 100,000 fake comments submitted by Pennsylvanians
and “used fraudulently to influence the FCC’s process.” Shapiro, a Democrat, said in a statement that
he plans “to take legal action to protect net neutrality.” Other Democratic attorneys general will likely
participate. The Republican-controlled FCC said that it considered only the comments that were
important when drafting rules deregulating the internet, discarding the fake ones. – Philadelphia Inquirer
___________________________________________________
For those who either hoped or feared that a December 14 vote by the FCC to scrap net neutrality
regulations would settle the matter, it must feel like extra innings of a long hard-fought game. Along with
the expected flood of lawsuits by activist groups fighting to preserve net neutrality, states have also
taken up the cause. “We all agree that in an ideal world it should be handled at the federal level,” says
California state senator Scott Wiener. “But if the federal government’s going to abdicate, then we need to
take action, and I’m glad that a number of states are looking at this.”
Along with pursuing lawsuits over irregularities in the FCC process (like millions of fake citizen comments
being submitted), several states are crafting their own net neutrality laws, which they will start debating
as new legislative sessions commence this month. They would prohibit internet service providers from
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blocking or hindering access to legal online content sources, or from offering premium-bandwidth “fast
lane” deals to others. Washington State was first to act, with Democratic and Republican state
representatives debuting nearly identical bills back on December 13 and 14.
Such bipartisanship is rare. In
most cases, the charge is led
by Democrats, often with antiTrump overtones. “I would say
California and New York are
two deep-blue states where
Donald Trump is the least
popular president in modern
history,” says New York state
senator Brad Hoylman, who
represents a large chunk of
Manhattan. He’s teaming up
with Wiener, whose district
includes all of San Francisco,
to craft legislation that each
state can use. “We have very
similar constituencies in many
regards, including technology
and immigrants and LGBT
folks,” says Hoylman. It would
be hard to find a bluer
coalition.
Regardless of their politics,
state net neutrality advocates
face a tough course through
unfamiliar territory. In its
lengthy order abolishing net
neutrality policy, the FCC
asserted the federal
government’s right to preempt
other laws or policies.
“Allowing state and local
governments to adopt their
own separate requirements,
which could impose far
greater burdens than the
federal regulatory regime,
could significantly disrupt the
balance we strike here,” reads
the FCC’s abolition order.
“Telecommunications in
particular—it’s very, very hairy to try to do this without triggering federal preemption,” says Jake Egloff,
the legislative aide to New York Democratic assembly member Patricia Fahy. They have also crafted
legislation establishing net neutrality requirements. Rather than regulate ISPs directly, it would exert
financial pressure by only allowing the state and local governments to contract with ISPs certified as
meeting New York’s net neutrality requirements. “I don’t want to say backdoor, but it is a side door,” says
Fahy, whose district includes the state capital, Albany.
The state’s “power of the purse” is just one of the side-door measures her colleague Hoylman and
California’s Wiener are considering. They might also make meeting net neutrality standards a
prerequisite for awarding cable franchises or providing access to state-owned land or utility poles for
laying cables. And they are looking at the front door approach of regulating ISPs directly under consumer
protection law. “The FCC issued their fiat that tells the states they can’t do anything. We don’t think the
FCC has that power, and they’ve lost that argument in court before,” says Wiener.
He and other state legislators point to a March, 2016 court case as precedent. While under Democrat
control, the FCC tried to preempt state laws in Tennessee and North Carolina that prevented municipalowned broadband networks from expanding. The FCC said its mandate to expand access to broadband

allowed it to override the state restrictions, which critics called favors to private ISPs. The Sixth Circuit
Court Of Appeals disagreed, finding that the FCC didn’t have the authority to meddle in state affairs.
Washington State went right for the front door with its legislation, directly telling ISPs what they can and
cannot do, in the belief that the FCC can’t stop them. “There is not a specific granting of preemption
authority from Congress in this space,” says Republican Norma Smith, who represents a largely rural
area of islands north of Seattle. “[The FCC] said, on the one hand, that they don’t have the authority to
regulate standards and conduct on the internet,” says Smith’s Democratic counterpart and frequent
collaborator Drew Hansen. “But on the other hand, they can still have the authority to preempt state
laws…I don’t know how both of those can exist at the same time.”
Neither Smith nor Hansen, who represents wealthy Bainbridge Island and other areas across the bay
from Seattle, is waiting to find out. Their nearly identical legislation, which they expect to consolidate into
one bill, is among the most concise descriptions of net neutrality, each running less than three pages. By
comparison, the 2015 FCC order establishing net neutrality regulations ran 313 pages, and the order to
abolish them ran 210.
Hansen’s bill for instance, first requires ISPs to “disclose accurate information regarding the network

management practices, performance, and commercial terms of its broadband internet access services
sufficient for consumers to make informed choices.” That gives the state and consumer groups
information they can use to challenge ISPs on whether they are living up to commitments. It goes on to
prohibit blocking and impairing access to content (often called throttling) or allowing “paid prioritization.”
It defines that last item to include “favor[ing] some traffic over other traffic…In exchange for
consideration, monetary or otherwise, from a third party; or To benefit an affiliated entity.” It goes through
and prohibits all the technical ways that an ISP could do that.
Paid prioritization, often called fast lanes, is the biggest worry for net neutrality advocates. “Yes, I think
blocking and throttling can happen,” says Scott Wiener, “but it’s so extreme [and] there would be such a
public outcry that I think the companies are less likely to want to take that heat.” Wiener doesn’t trust
ISPs to say no to fast lanes, despite pledges some of them have made, given the demands of
shareholders. “There will be enormous pressure on them to try and monetize their newly obtained power
to charge for a fast lane,” he says. “I mean, we’ve seen that with the airlines. They can’t resist charging
you for everything.”
Even Congressional Republicans in D.C. who supported the net neutrality rollback claim to be against
blocking and throttling. Both would be prohibited by legislation introduced by Tennessee representative
Marsha Blackburn, who ranks perhaps second to FCC chairman Ajit Pai on the villain list for net
neutrality advocates. Blackburn leaves the door to paid prioritization open by allowing ISPs to offer
“specialized services.” At least some fellow Republicans in Washington State feel otherwise. Norma
Smith’s bill has the same prohibition on paid prioritization as Hansen’s. “We clearly have Republicans
like myself who are concerned about the impact on consumers and the people we represent,” she says,
“and I think you are going to see [legislation] that is indeed bipartisan.”
A recent battle between Washington, D.C. and Washington State shows how the net neutrality fight may
develop. Last March, Blackburn joined Republican Senator Jeff Flake of Arizona on legislation abolishing
FCC regulations that prevented ISPs from collecting and selling customer information such as browsing
history, app usage history, and location data. “While congressional Republicans may be making it easier
to sell your data, lawmakers in Olympia have a strong record of accomplishment in protecting your
personal information,” wrote Norma Smith in a Seattle Times op-ed after the Blackburn-Flake repeal
passed.
In April, Hansen, Smith and 73 other state reps, including a few Republicans, introduced legislation to
create a state version of the privacy rules that the U.S. Congress had just abolished. Despite the
bipartisan support and success in the state house of representatives, the privacy billed failed to clear the
Republican-controlled Senate in 2017. “My Republican colleagues in the senate just refused to give it a
hearing,” says Hansen, the bill’s original author. He and Smith expect the fortunes to be better this year,
now that Democrats control both houses in Olympia. “There was bipartisan support there, I know that
personally,” says Smith, “but it didn’t get out of the senate, and I think it will probably have a much better
chance this time around.”
Brad Hoylman makes a similar prediction for New York State, where the senate is also passing to
Democratic control. At least seven internet privacy bills have been kicking around the senate and
assembly in Albany. “I’ve not seen any indication that Senate Republicans in New York are prepared to
stand up to Trump,” says Hoylman. But even one-party ruled California has had a hard time. Its ISP
privacy bill also failed to move ahead last year. “The legislative process, even for easy bills with no
opposition, is treacherous,” says Wiener. And privacy legislation had opposition not only from ISPs but

from Silicon Valley companies like Facebook worried about how it would affect their ability to profile and
advertise to users. “With [privacy legislation], there was unified, tech-telecom opposition to it,” says
Wiener. “Net neutrality has divided industry, so you have the Googles and Facebooks and Netflixes and
other technology companies that strongly support net neutrality, and you have the ISPs that oppose it.”
Plenty of other challenges remain for privacy and net neutrality legislation. “This is new territory for any
state legislator to do net neutrality [policy],” says Ernesto Falcon, legislative counsel at the Electronic
Frontier Foundation. “They’ve had the luxury of always having the FCC doing that for them, whether it
was a Republican administration or a Democratic administration.” Another challenge is time. The
California legislature meets for most of the year, from January to November in 2018, but other states
have much shorter schedules. New York State adjourns in June, and Washington runs only till March.
Washington has a “citizen legislature,” where serving is only a part-time job.
In all, 22 states have introduced some legislation responding to the rollback of ISP privacy regulations,
according to a compilation by the National Conference of State Legislatures. (Although only a few bills
have passed so far.) That provides a list of usual suspects for states that will also come out with net
neutrality legislation in the coming weeks, says Flacon, who is advising Wiener, Hoylman, and other
states that he declines to name. “On a practical level, [privacy and net neutrality] are both areas where
the people are demanding something very different from what Congress and the FCC are willing to
permit,” says Drew Hansen.
Another clue to where legislation may appear is the growing list of states upset about irregularities and
fraud in the public comments process for the FCC’s net neutrality rollback. Several have already
announced plans to sue, with New York angling to lead a coalition. As more states get active in the
coming weeks, collaboration may increase. “As we craft bills, we’ll look at what other states are doing,”
says Wiener. “We’ll make sure they know what we’re doing—not re-create the wheel.” Just the
combination of California and New York is a mighty one. Together they account for about one-fifth of the
country’s population and economic output.
These states also have a personal connection. Wiener and Hoylman have been friends since their
Harvard Law School days in the mid-’90s, and they have traded legislative ideas before. “I’m stealing this
idea from Scott Wiener,” says Hoylman. “I’m not at all embarrassed to say that I borrow from
counterparts on the other coast.” Patricia Fahey in New York State got the idea for her bill from
Washington governor Jay Inslee, who first proposed limiting state business to net neutrality-friendly
ISPs. (On December 13, Inslee held a joint press conference with Smith, Hansen, state attorney general
Bob Ferguson, and business leaders to announce a multi-pronged net neutrality offensive.)
All the legislators I spoke to say they are keeping an eye on other states. But they are also watching their
own constituencies. Several national polls show that majorities of Americans, even a majority of
Republicans, support some form of net neutrality regulation. “One of the things that has been significant
is hearing from so many small business owners [and] our small telecom providers all supporting this
effort [for a net neutrality law],” says Smith. “I represent a rural economy, and I want the folks that I
represent to be able to participate fully in the economy of the 21st century.”
With her Republican counterparts in D.C. holding very different notions of how to achieve those goals,
Smith and all the state legislators working on net neutrality laws are in for a long fight. Preemption will be
the big battle, and with each state writing its own laws, it may take more than a single case to resolve.
Meanwhile state attorney generals, along with activists, will also be suing the FCC over how it handled
the whole repeal process. Just dragging the issue out could be a win for those who advocate more
aggressive net neutrality protections. Uncertainty about regulations makes businesses nervous and
hesitant to invest. The ISPs that lobbied to undo federal regulations may regret the move, warns Wiener.
“For the companies that repealed net neutrality, they need to understand that they’re going to have a
fight state by state,” he says. “So maybe we should go back and have net neutrality [regulated] federally
to avoid that.” – Fast Company
___________________________________________________
Daniela Perdomo is concerned about the power of U.S. telecom giants that stand to gain from the repeal
of “net neutrality” rules. Her company offers a way around them: A $90 antenna that lets users send
messages without cellular service or Wi-Fi. Ms. Perdomo is among the entrepreneurs whose vision for
an alternative route to internet access is finding takers in Silicon Valley, where tech types were rattled by
a recent government decision to overturn rules that required big internet providers to treat all traffic
equally. “Society requires connectivity to function and to advance but we are leaving
telecommunications in the hands of a few large corporations,” Ms. Perdomo said. “The lack of a choice is
a problem.”

The Federal Communications Commission voted earlier this month to dismantle so-called net-neutrality
rules. These Obama-era regulations were designed to prevent broadband providers from using their
power to limit web access. Without those protections, telecom giants may be free to charge more for
access to high-speed internet, making survival harder for smaller startups, which can’t afford to pay extra
fees. Some investors and entrepreneurs are seeking to fight back with technology. They are building
startups that try to take existing technologies—including virtual private networks and wireless “mesh”
networks—and turn them into products that could one day help millions of people reduce the need to rely
on broadband providers for web access. Many such efforts were launched before 2015, when the FCC
set limits on broadband providers. They are finding new significance in a world without those limits. The
projects are early in development and unproven. And it isn’t clear whether fewer regulations will affect
competition and prices in the internet market.
“Net neutrality has been killed at the behest of large carriers and network companies,” said Om Malik, a
partner at True Ventures and longtime Silicon Valley commentator. “Technology needs to figure out a
way to increase competition.” One way might be through virtual private networks, or VPNs, a technology
that businesses use to let remote workers connect to a secure online portal. Some VPNs help users
shield their physical location and browsing patterns from internet service providers or governments, such
as in Saudi Arabia, where users relied on the software to circumvent a statewide block of voice-calling
service Skype last year. “We have been fighting this net neutrality battle in other countries over the last
five years,” said David Gorodyansky, chief executive of AnchorFree Inc., a Menlo Park, Calif., startup
that provides VPN service Hotspot Shield. “We are going to do the same in the U.S.”
Americans could use a service like Hotspot Shield to cloak their digital whereabouts from broadband
providers. In theory, that would make it harder for telecom companies such as AT&T Inc. or Verizon
Communications Inc. to slow down a site or completely block users from viewing it. One problem with
VPNs is speed. The online services most in danger of being blocked or throttled include video-streaming
sites and other high-bandwidth applications, which generally take longer to load when connecting
through a VPN. AnchorFree has also drawn concerns about how it collects user data for the purpose of
selling ads, according to a complaint filed with the Federal Trade Commission earlier this year.
Mr. Gorodyansky, whose company has raised more than $62 million from investors including Goldman
Sachs Group Inc., said his service is only “slightly slower” than normal web browsing. He said the
company doesn’t sell users’ data to third parties. A mesh network may be another alternative to
traditional internet access. Instead of accessing the internet through one provider, users of a mesh
network pull bits of information from many different nodes—such as phones, laptops and antennas—
around them, and often serve as a node themselves.
That is the idea behind Ms. Perdomo’s company goTenna Inc., which makes a strap-on antenna the size
of a smartphone that can connect with sister devices several miles away using a radio signal. The
devices sync to phones for a connection strong enough to send encrypted texts and GPS coordinates
between devices. As more antennas are added to the network, the messages can be sent over
distances surpassing 4 miles. Rather than Wi-Fi or cellular signal, goTenna relies on publicly available
radio frequencies.
Ms. Perdomo, a New Yorker who dreamed up goTenna when Hurricane Sandy rendered the city’s
cellphone service unreliable in 2012, said her broader goal is to build a free, “bottom up” communication
network accessible to all and more reliable than the “top down” networks controlled by a few large
companies. Matt Filip, a 33-year-old field engineer in Downers Grove, Ill., bought a goTenna earlier this
year and has since used it to communicate with friends on hunting trips in remote locations. He said he
likes the idea of commanding an alternative network to wireless carriers and plans to set it up at home to
support other goTenna users.
Another vision of mesh networks is taking shape in Porto, Portugal, where startup Veniam worked with
city officials to install wireless sensors on moving vehicles, including buses and garbage trucks. The
vehicles connect to Wi-Fi hot spots and to each other to create an internet network that reaches more
people in more places. Veniam has deals with carriers including Vodafone Group PLC, which provides
free wireless access to bus riders and other Porto residents. João Barros, Veniam’s founder, says a
system like this only works when wireless internet providers treat different users of data equally. “I
imagine there may be a scenario where they will compete with each other to provide a more open
policy,” Mr. Barros said. Among his investors: mobile carriers Verizon and Orange SA. – Wall Street
Journal

